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On January 29, 2024 CyberRatings.org conducted an 

independent spot check for ACME Corporation of the SSE 

Vendor Internet Protection from our cloud testing facility in 

Austin, Texas. SSE Vendor was tested to measure the 

effectiveness of its protection against 2,025 exploits, 11,617 

malware samples, and whether any of 1,430 evasions could 

bypass defenses. CyberRatings.org also tested to determine 

whether the service provided functional support for TLS/SSL 1.2 

and 1.3 encrypted traffic using the most prevalent cipher suites.

Threat Prevention Samples Tested Samples Blocked Blocked % 

Exploit Protection 2,025 1,815 89.63 % 

Wild Exploits 908 784 86.34 % 

Exploit Library 1,117 1,031 92.30 % 

Critical 9.0-10.0 438 388 88.58 % 

Very High 8.0-8.9 21 19 90.48 % 

High 7.0-7.9 426 403 94.60 % 

Medium 6.0-6.9 232 221 95.26 % 

Malware Protection 11,617 10,698 92.09 % 

Wild Malware  574 422 73.52 % 

Malware Library 11,043 10,276 93.05 % 

Resistance to Evasions 1,403 1,405 98.25 % 

HTTP Evasions 1,000 980 98.00 % 

HTML Evasions 100 100 100.00 % 

XML Evasions 10 9 90.00 % 

JSON Evasions 10 8 80.00 % 

Multipart/Form-Data Evasions 10 10 100.00 % 

Portable Executable (packed, archived, etc.) 100 98 98.00 % 

Layered Evasions 200 200 100.00 % 

False Positive Rate 1,000 74 7.4 % 
 SSL/TLS Functionality 

Version Prevalence Cipher Suites Results 

TLS 1.3 66.51% TLS_AES_256_GCM_SHA384 (0x13, 0x02) Pass 

TLS 1.2 11.85% TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xC0, 0x30) Pass 

TLS 1.2 9.26%  TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xC0, 0x2F) Pass 

TLS 1.3 8.07%  TLS_AES_128_GCM_SHA256 (0x13, 0x01) Pass 

TLS 1.2 1.72%  TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (0xCC, 0xA8) Pass 

TLS 1.2 0.68%  TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xC0, 0x28) Pass 

TLS 1.3 0.55%  TLS_CHACHA20_POLY1305_SHA256 (0x13, 0x03) Pass 

TLS 1.2 0.42% TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xC0, 0x2C) Pass 

TLS 1.2 0.27% TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (0xCC, 0xA9) Pass 

TLS 1.2 0.20% TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xC0, 0x2B) Pass 

Exploit Protection 89.63%  
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False Positive Testing   7.40% 

  

 

 

 

 
TLS/SSL Functionality 100%  
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We would like to issue a special thank you to Keysight for providing their CyPerf and BreakingPoint tools for us to test the Malware 

Library and TLS functionality.  

We would also like to thank TeraPackets for providing us with their Threat Replayer tool which enabled us to accurately replay 

exploits in a cloud environment. 

Thomas Skybakmoen, Ahmed Basheer, Vikram Phatak 

CyberRatings.org  
2303 Ranch Road 620 South 
Suite 160, #501 
Austin, TX 78734 
info@cyberratings.org 
www.cyberratings.org 

 

© 2024 CyberRatings. All rights reserved. No part of this publication may be reproduced, copied/scanned, stored on a retrieval 
system, emailed, or otherwise disseminated or transmitted without the express written consent of CyberRatings (“us” or “we”).  

Please read the disclaimer in this box because it contains important information that binds you. If you do not agree to these 
conditions, you should not read the rest of this report but should instead return the report immediately to us. “You” or “your” 
means the person who accesses this report and any entity on whose behalf he/she has obtained this report.   

1. The information in this report is subject to change by us without notice, and we disclaim any obligation to update it.   

2. The information in this report is believed by us to be accurate and reliable at the time of publication but is not guaranteed. All 
use of and reliance on this report are at your sole risk. We are not liable or responsible for any damages, losses, or expenses of 
any nature whatsoever arising from any error or omission in this report. 

3. NO WARRANTIES, EXPRESS OR IMPLIED ARE GIVEN BY US. ALL IMPLIED WARRANTIES, INCLUDING IMPLIED WARRANTIES OF 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT, ARE HEREBY DISCLAIMED AND EXCLUDED 
BY US. IN NO EVENT SHALL WE BE LIABLE FOR ANY DIRECT, CONSEQUENTIAL, INCIDENTAL, PUNITIVE, EXEMPLARY, OR INDIRECT 
DAMAGES, OR FOR ANY LOSS OF PROFIT, REVENUE, DATA, COMPUTER PROGRAMS, OR OTHER ASSETS, EVEN IF ADVISED OF THE 
POSSIBILITY THEREOF. 

4. This report does not constitute an endorsement, recommendation, or guarantee of any of the products (hardware or 
software) tested or the hardware and/or software used in testing the products. The testing does not guarantee that there are 
no errors or defects in the products or that the products will meet your expectations, requirements, needs, or specifications, or 
that they will operate without interruption.  

5. This report does not imply any endorsement, sponsorship, affiliation, or verification by or with any organizations mentioned 
in this report.    

6. All trademarks, service marks, and trade names used in this report are the trademarks, service marks, and trade names of 
their respective owners. 

 

http://cyberratings.org/
https://www.keysight.com/us/en/products/network-test/cloud-test/cyperf.html
http://www.cyberratings.org/

