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~ The worldwide benchmark for security testing

We believe that everyone has a right to know if
a product works. But how do you know? It is
cost prohibitive and resource intensive to test.
Until now, the only option was to rely on
pay-to-play test results commissioned by
vendors unless you had a fully staffed lab.

CyberRatings.org is fixing this problem. We are a
world-class lab you can hire and a non-profit
dedicated to sharing our knowledge of how to
build, manage, and apply testing to answer the
tough questions.

What We Do

Testing is in our DNA. We have developed a
unique rating system to compare products from
a consistent viewpoint. The team develops
proprietary test methodologies to answer the
hard questions about established and
emerging technologies. And most importantly,
a vendor can’t pay to be in the test, and they
can’t pay to be out of it. This is so all parties
can be sure that our test results are completely
unbiased. Total transparency is our
commitment to our members.

Our Testing Commitment

We promise that every test we conduct will
adhere to the highest standards. None of our
tests are intended to be “trick questions.” For
every test we publish our test methodologies in
advance. Those methodologies contain
technical information about our infrastructure,
testing and attack techniques, evasions, etc.
And in cases where we test using live
internet-based threats, we share what was
missed and where the attack came from.
All vendors are invited to participate.
Public tests are always FREE for vendors.
Proprietary test methodologies and
standards are shared for review and
contributions.
Policy configurations will be vendor
pre-defined (e.g., Balanced) that are “out of
the box.”
We always request that set up is overseen
by the vendor.

Membership

Members are professionals that believe in taking a data driven approach to
cybersecurity. When you become a member of CyberRatings.org, you join a
community of industry professionals and companies who believe that if we
work together, we will make things better.

Members with a free account have access to methodologies, select analyst
briefs, and announcements.

A paid membership allows access to the report library with technical market
analysis across covered technologies like Cloud and Enterprise Firewalls,
Software- Defined Wide Area Network (SD-WAN), Zero Trust Network
Access (ZTNA), Security Service Edge (SSE) and Endpoint Protection.

«  Technologists will appreciate holistic deep dives into the efficacy and
performance of products and services.

«  Executives can use product ratings to keep track of their vendor
partners’ performance.

All members can participate in virtual and in-person community events and
workshops.

How Do You Know Services

Members can also take advantage of our individually priced services
tailored to each organization’s unique challenges.

Concept Lab

«  Custom Product Evaluations. Let us run your bake off for you. We
specialize in testing Firewalls, SD-WAN, ZTNA, SSE, and Endpoint
Protection.

«  Send us your box! Deploy legacy or current hardware and check
custom policies. We’ll even provide specific attacks and evasions.
Results can be kept private or made public at member’s discretion.

Monitoring Service

SASE is a black box inside a black box, how do you know if it's working?
We test the effectiveness of your security against relevant threat vectors.
«  Exploits, malware and evasions

. Custom policies, configurations, locations, etc.

Training

CyberRatings.org offers programs designed to train architects, testers, and
analysts on best practices around testing. Services are also customizable
for organizations and associations.

Analyst Engagement

We can walk through test results and discuss ways of managing risk in
security efficacy, performance, and reliability.

For pricing or questions, contact us at members@cyberratings.org.





